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Introduction

” W

Leidos Supply, Limited. (“Leidos,” “we” or “us”) recognises the importance of protecting your
Personal Information. This Privacy Statement (“Statement”) provides you with information about
how Leidos collects, uses, and discloses your Personal Information, and the rights you may have
with respect to your Personal Information. Leidos Supply, Limited is a wholly owned subsidiary of
Leidos Europe, Limited (a wholly-owned subsidiary of US parent company Leidos Inc.) butis a
bespoke entity and under contract with the Ministry of Defence who are the Data Controller, with

Leidos Supply acting as Data Processor.

Scope

We commit to collecting and processing your Personal Information responsibly and in compliance
with applicable data protection/privacy laws. This Statement generally applies to leidos-
supply.uk and any Leidos-owned websites or mobile applications that link to this Statement

(collectively, “Leidos Sites and Apps”).

Where we use third parties to manage services, we put in place a contract with the sub-processor
with terms that offer an equivalent level of protection for the personal data as those in the
contract between Leidos and the controller. As an example, we use Jaggaer One eProcurement

suite as our sourcing tool and their privacy statement can be located here.

Leidos is a business-to-business (B2B) and business-to government (B2G) products and services
provider. Accordingly, while we may collect and process customer data, which may include
Personal Information (collectively, “Customer Data”), our normal business practice is to do so

only at the request or direction of our customers and solely for the purpose(s) agreed to in the

The information in this document is proprietary to Leidos.
It may not be used, reproduced, disclosed, or exported without the written approval of Leidos.


https://www.leidos-supply.uk/
https://www.leidos-supply.uk/
https://jaggaer.towa-online.at/privacy-policy/
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applicable customer contract. We collect and process such Customer Data responsibly and in

compliance with applicable laws, regulations, and customer contract obligations.

If you are a resident of the UK, European Economic Area (EEA) or California, you have additional
rights, which are explained in the Additional Rights under Local Laws section. These rights
apply regardless of whether we collect your Personal Information through our Sites or Apps or

through other means.

Whether this Statement applies to your Personal Information also depends on your relationship
with Leidos and how such information was collected. For example, if you are a Leidos employee,
Leidos’ Global Employee Privacy Notice applies to any employment-related information about
you. And if you are a job applicant, Leidos’ Job Applicant Privacy Notice applies to any

Personal Information we collect in connection with your job application.

Some Leidos Sites and Apps may also have a supplemental privacy statement, policy, or

notice. For example, the Leidos Australia Privacy Policy can be found here.

If there is a conflict between this Statement and the terms of any written agreement between a

Leidos customer and Leidos, the terms of such written agreement will control.

What Types of Personal Information Are Collected via Leidos Sites and
Apps?

For the purposes of this Statement, “Personal Information” generally means data, or a
combination of data from one or more sources, that identifies or could reasonably be used to

identify an individual.

When you visit a Leidos Site or App, the Personal Information collected about you may include,

but is not limited to:

name;
e postal address;

e e-mail address;

e organisation name and job title;
e telephone number;

o |P address;

e network and geo-location;


https://www.leidos.com/sites/g/files/zoouby166/files/2019-08/PDF-Leidos-Careers-Applicants-Privacy-Notice.pdf
https://www.leidos.com/privacy/leidos-australia-privacy-policy
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education and/or employment history;
the searches you perform while visiting or using our Sites or Apps; and
any information you provide to us through web forms or other communication tools

available to you while visiting or using our Sites or Apps.

If you choose not to provide us with this Personal Information when prompted, we may be unable

to provide you with the information or services you have requested.

Why is this Personal Information Collected?

We generally collect the Personal Information described above on an entirely voluntary basis — in

other words, we do not require you to give us your Personal Information. Certain areas of the

Leidos Sites and Apps, however, may request your Personal Information so that you can use

specific features, learn more about Leidos or access certain content. For example, we may ask

you to submit Personal Information if you:

request a product demo, download or access information about our products, services
or programs;

watch video content on our Sites and Apps;

submit a contact form to request customer or technical support;

access Investor Relations information;

apply for a job with Leidos;

ask to have a Leidos employee contact you; or

request that we send materials to you

Use of Personal Information

We collect, use and share Personal Information when we have an appropriate legal basis to do

this, such as:

you have consented, for example, by signing up to receive communications or content
from us or otherwise requesting access to information or materials that we make
available via our Sites and Apps;

our use of your Personal Information is necessary to meet our legitimate interests as a

commercial organisation (see Examples of Leidos' Legitimate Interests);
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e our use of your Personal Information is necessary to perform a contract or take steps
to enter into a contract with you, for example if you apply for a job with us or if you work
for one of our service providers, customers, partners, prime contractors or
subcontractors; and/or

e when necessary to comply with a relevant legal or regulatory obligation, for example, in

response to an audit, subpoena or court order.

Examples of Leidos’ Legitimate Interests:

e operating, maintaining, and improving Leidos websites, products, services and
programs;

e responding to comments and questions directed to us;

e providing customer service or technical support;

e sending information such as confirmations, invoices, technical notices, software
updates, security alerts, and support and administrative messages;

e providing information requested by website visitors, current or potential customers,
including but not limited to, educational content, fact sheets, webinars, white
papers, upcoming events, and other news about products and services offered by us
or our selected partners;

e protecting against, investigating, and deterring fraudulent, unauthorised, or illegal
activity;

e process employment applications; and

e protecting Leidos’ personnel or property.

We may also use what we know about you to highlight products and services that may be of
interest to you, or we may combine your Personal Information and other information about you

with information collected from offline sources or information we already have.

Sharing Personal Information

We process and share your Personal Information for the purposes set out in this Statement.
When we disclose Personal Information to other entities or individuals to perform support
services for us, we authorise such entities and individuals to use your Personal Information only

for the limited purposes of performing those support services.

Please note that as a general rule, Leidos cannot force third parties to abide by Leidos’ policies.

Nevertheless, we do contractually require third parties with whom we share employee data,
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Customer Data or other Personal Information to abide by appropriate and relevant contract
obligations aligned with the Leidos Code of Conduct, as well as applicable laws and

regulations.

We may disclose Personal Information to:

respond to questions about our product or services;

e send communications, including email newsletters, or other marketing materials;

e comply with applicable laws, obey judicial orders, respond to subpoenas; cooperate
with law enforcement authorities, and respond to law enforcement requests;

o detect or prevent suspected or actual illegal activities or harm to our personnel or
property;

e help us run our day-to-day business operations;

e protect our legal rights under any applicable laws or regulations, or to enforce our
Terms of Use or Leidos policies;

o protect the rights or property of others, including our customers; and

e respond to and/or assist our auditors and legal advisors.

We may also disclose Personal Information:

when legally required (e.g., for government reports);

o with our affiliates;

e in connection with or in the performance of a sale, merger, acquisition, or other transfer
of all or part of our business to another company, or as part of a bankruptcy
proceeding or business reorganisation or any due diligence relating to any such sale,
merger, acquisition, or other transfer;

o for other legitimate business purposes, such as product or service development,

marketing, sales and website administration; and

e as otherwise permitted or required by law.

We may share and disclose information that does not personally identify you when necessary for

our business operations.

Authorised Service Providers. We sometimes hire or contract with other companies and
individuals to perform certain functions and services on our behalf. This is a common industry

practice. We may need to disclose Personal Information so that they can perform these functions


https://www.leidos.com/codeofconduct

Leidos Proprietary

and services, which may include, for example, call centre/customer service support, sending or

processing postal mail or email, and analysing or hosting data on cloud-based servers.
Data Collected for Analytics, Marketing and Advertising Purposes
We market our business in a number of ways, primarily through digital advertising, social media

platforms, email marketing and offline marketing, such as at trade shows and conferences. You

can opt out of receiving marketing from us by completing our Leidos Privacy Rights Consent

Form.

To understand how our marketing or advertising campaigns are performing, our third-party
service providers may collect certain information such as IP addresses, number of page visits,
pages viewed, documents downloaded, videos viewed, search engine referrals, browsing
activities over time and across other websites following your visit to one or more of our Leidos
websites and responses to offline marketing campaigns (“Analytics Data”). We and our third-party
service providers may use cookies to collect this information. You can learn more about our use

of cookies in the Cookies section.

Leidos does not use this information to identify you. Network or device identifiers - such as
computer or device IP addresses and serial numbers - do not themselves identify individuals who
use such computers or devices. However, some jurisdictions’ laws may define these network or

device identifiers as Personal Information.

We, and our service providers, use several industry standard analytics and tracking tools to
collect Analytics Data, such as browser cookies, flash cookies, web beacons and other, similar

technologies.

We use Analytics Data to:

identify new visits to Leidos websites;

e recognise returning visits;

o analyse the effectiveness of our website content and marketing or advertising-related
activities;

e better understand Leidos’ current and potential customers, website visitors and mobile

app users;


https://privacyportal.onetrust.com/webform/82ea8862-6cf6-4c8b-bf86-9187b99b6cfa/b5a0627e-0a80-44ce-b5b7-d0e5bd70849e
https://privacyportal.onetrust.com/webform/82ea8862-6cf6-4c8b-bf86-9187b99b6cfa/b5a0627e-0a80-44ce-b5b7-d0e5bd70849e
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o determine whether Leidos’ current and potential customers, website visitors, and
mobile app users might be interested in additional content, new products or services;
and

o tailor our marketing and business development campaigns to individuals who we think

may be interested in learning more about our products and services.

Use of Cookies

We may use cookies and other technologies to enhance your experience on our Sites and Apps
and to collect information about your visits to our Sites and Apps. We may also allow certain third
parties to place cookies on your browser when you visit our Sites and Apps, so they can provide
us with analytics about how our Sites and Apps are used. We use cookies and other technologies
to collect and store information about your preferences and settings, including the browser and
device you use to visit our Sites; to collect information about your engagement with our Sites and
Apps, including the pages you view, the links you click on, the date and time you visit our Sites
and Apps; the duration of your visit; and the website that referred you to our Sites and Apps. We
may use the information we collect about your visits to our Sites and Apps to make certain
features available to you; to develop, maintain, and improve our Sites and Apps; to review
whether our Sites and Apps are operating properly; and to perform analytics on usage of our

Sites and Apps.

Managing Cookies. Cookies are small text files that may be placed on your browser when you
visit our Sites and Apps. You may be able to use your browser or device settings to limit our
ability to use cookies to collect information about your use of our Sites and Apps. Please note
that your browser or device settings may not limit the collection of your personal information

where flash cookies are used.

You can also set your preferences for Leidos websites by reviewing the Cookie Settings. This

feature allows you to set your cookie preferences when you visit Leidos domains.

To learn how to manage flash cookies in particular, please visit the Flash Player help page.'

1 Since Adobe no longer supports Flash Player after 31 December 2020 and blocked Flash content from running in Flash Player
beginning 12 January 2021, Adobe strongly recommends all users immediately uninstall Flash Player to help protect their systems.


https://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager.html
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For more information on the types of cookies we set, click here. Note that limiting the placement

of cookies may result in certain features of our Sites and Apps not functioning as intended.

Please also note that we may use Google Analytics to measure and understand how visitors use
our Sites and Apps. You can learn more about how Google uses the information it collects by
visiting its website at www.google.com/policies/privacy/partners. You can opt out of Google’s
collection of this information by downloading the Google Analytics Opt-Out Browser Add-On

at https://tools.google.com/dipage/gaoptout?hl=en.

Your Choices

You have certain choices with respect to the information we collect for advertising and marketing
purposes. This section provides you with information about the choices you may have to control

the information we collect about you for these purposes and how we use it.

Direct Marketing Communications. You can opt out of receiving direct marketing from us or

change your marketing preferences by contacting us here.

You can opt out of receiving email marketing communications at any time by completing our

Leidos Privacy Rights Consent Form. Please note that we may continue to send you service-

related communications even after you opt out of receiving marketing communications.

You may also be able to opt out of receiving push notifications from mobile apps and text
messages if you decide that you no longer wish to receive such communications. You may be
able to use your device or app settings to manage your push natification preferences with respect
to any of our Sites and Apps. If you previously agreed to receive text messages from us, but you
no longer want to receive such messages, you can follow the instructions provided to you, which

may include replying “STOP” to any such messages.

Interest-Based Advertising

We may engage third-party advertising service providers to help us target our advertisements to
individuals who may be interested in our products and services or who may be interested in
employment with Leidos. These service providers may also help us deliver advertisements to
you, provide us with information about whether you engaged with our advertisements, and
provide us with other analytics relating to the performance of our online advertisements. These

service providers may use cookies and other technologies to collect information about your


https://www.leidos.com/privacy/cookies
http://www.google.com/policies/privacy/partners
https://tools.google.com/dlpage/gaoptout?hl=en
mailto:esourcing-support@leidos.com
https://privacyportal.onetrust.com/webform/82ea8862-6cf6-4c8b-bf86-9187b99b6cfa/b5a0627e-0a80-44ce-b5b7-d0e5bd70849e
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activity on our Sites and Apps. They may also combine this information with the information they
collect about you, including information about your activities on other websites and applications
over time and any personal information you or a third party may provide to them. They may also
associate any information they collect about you across the various browsers and devices you

use.

You can learn more about interest-based advertising by visiting the Network Advertising
Initiative (“NAI”) or the Digital Advertising Alliance (“DAA”) websites. You can also learn how
to opt out from the collection of your information for interest-based advertising purposes by third
parties that participate in these self-regulatory programs by visiting the NAI and DAA opt- out

pages.

Social Media Plugins

Our Sites and Apps may include plugins from social networks or other third parties. An example
of a plugin is the link to Leidos’ Twitter feed or LinkedIn page. These plugins may communicate
with and send information to the party that provided the plugin, even if you do not click on the
plugin. This information may include your IP address, information about your browser and device,
and the address of the web page you are visiting on our site. Loading, using or clicking the
plugins may also place, read and transmit cookies. These cookies may contain a unique identifier
the social network or third party assigns to you for use in associating information collected about
your browser, so they can deliver interest-based advertising to you. The loading, functionality and
your use of the plugins are governed by the privacy policy and terms of the party that provided

the plugin.

Minors and Children under 16
Leidos websites are not directed to nor intended for use by minors. We do not knowingly collect
any Personal Information or knowingly track the use of Leidos Sites or Apps by children under the

age of 16.

Safeguarding Your Information

The integrity, availability and confidentiality of your Personal Information matters to us. That is
why we use industry-standard technical, administrative and physical controls to protect Personal
Information from unauthorised access, use and disclosure. We also review and evaluate our
security procedures and controls on an ongoing basis to consider appropriate new technology

and updated methods to help minimise risks from new security threats as they become known.


https://www.networkadvertising.org/
https://www.networkadvertising.org/
https://digitaladvertisingalliance.org/
https://optout.networkadvertising.org/?c=1#!%2F
https://youradchoices.com/
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Data Retention

We will retain your Personal Information for as long as required for the purposes for which it was
collected. How long we retain it depends on a number of factors, including the purpose for which
it was obtained and/or our legal or regulatory obligations. For example, we may store your
Personal Information for longer periods of time where we are required to do so to meet
contractual, legal, regulatory, tax, or accounting requirements. We may also store it for longer
periods of time to have an accurate record of your interactions with us in the event of any

complaints or challenges, or if we reasonably believe there is a prospect of litigation.

Other Websites

You should be aware that hyperlinks on this site may direct you to other websites that we do not
control. These websites may be subject to a different privacy statement. Leidos is not responsible
for the privacy practices or the content of websites to which we link, list, rank or identify by means
of a search. Leidos takes no responsibility for the products, services, policies or actions of third
parties or the content of third-party websites. We encourage you to be aware when you are

leaving our site and to read the privacy policies of each website you visit.

Additional Rights under Local Laws (Depending on Where You Live)

Depending on where you live, local laws may require that we provide you with additional notices
and rights. This section provides information about how we process Personal Information that is

subject to these laws and the rights you may have under these laws.

EU/UK Privacy Notice. If you are a resident of the European Union (“EU”) or the United Kingdom
(“UK”), our processing of your Personal Information may be subject to the General Data
Protection Regulation (“GDPR”) or the Data Protection Act 2018 (“DPA”). These laws may
provide you with additional rights with respect to your Personal Information. Please read

our EU/UK Privacy Notice to learn more about these rights.

California Privacy Notice. If you are a resident of California, our processing of your Personal

Information may be subject to the California Consumer Privacy Act (“CCPA”). Under this law, you
may be entitled to certain additional information. To learn more about our processing of Personal
Information about California residents and the rights you may have under the CCPA, please read

our California Privacy Notice.


https://www.leidos.com/privacy/eu-uk-privacy-notice
https://www.leidos.com/privacy/california-privacy-notice

Leidos Proprietary

International Data Transfer

Leidos Supply, Limited operates all over the world, but it is headquartered in the United Kingdom.
If you use a Leidos Site or App, your Personal Information may be transferred to or accessible by
individuals working in the United States. It may also be stored and processed in any other country
where Leidos or its affiliates, subsidiaries, or service providers have facilities. Some of these
countries have not yet been determined by the European Commission to have an adequate level
of data protection. When we transfer your Personal Information from the European Union to such
countries, we use a variety of legal mechanisms, including contracts and written assurances from
service providers, to help ensure your rights and protections travel with your Personal

Information.

By continuing to use Leidos Sites, you authorise Leidos and its service providers to transfer your
Personal Information to — or make it available in — destinations outside your home country and to

process it according to this Statement. You may contact us at privacy@leidos.com for more

information about the safeguards used to protect your privacy if we transfer your Personal

Information outside of your country of residence.

Questions and Complaints

If you have any questions, complaints, or wish to send us comments about this Statement, please

complete our Leidos Privacy Rights Consent Form. We will investigate your complaint, and

respond as soon as possible.

If you submit a complaint that relates to processing of Customer Data, Leidos will communicate
your complaint to the relevant customer for a response (unless it has been agreed otherwise with
such customer). As stated above, Leidos will adhere to customer contract obligations regarding

Customer Data.

Right to Lodge a Complaint with your Local Supervisory Authority

You may also have a right to file a complaint with your local supervisory authority if you have
concerns about how we are processing your Personal Information. We ask that you please

attempt to resolve any issues with us first, although you have a right to contact your supervisory

authority at any time.

For UK visitors to Leidos websites:


mailto:privacy@leidos.com
https://privacyportal.onetrust.com/webform/82ea8862-6cf6-4c8b-bf86-9187b99b6cfa/b5a0627e-0a80-44ce-b5b7-d0e5bd70849e
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612080
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If you have concerns about our information rights practices, you may lodge a complaint with the
Information Commissioner's Office ("ICQ"). Details of how to contact the ICO are located

at ico.org.uk.
For Australian visitors to Leidos websites:

If we fail to respond to your complaint within a reasonable period of receiving it in writing, or if you
are dissatisfied with the response that you receive from us, you may lodge a complaint with the
Office of the Australian Information Commissioner ("OAIC"). Details of how to contact the OAIC

are located at oaic.gov.au.
Changes to this Privacy Statement
We may update this Statement periodically. We will notify you of any changes by posting the new

Statement at leidos-supply.uk/privacy_statement, and we will change the "Last Updated" date

above. You should consult this page regularly for any changes.


https://ico.org.uk/
http://www.oaic.gov.au/
https://www.leidos-supply.uk/privacy_statement

